
Safe Drone Flight
Assuring telemetry data integrity in U-space scenarios



NATS Public

Contents

1. Introduction & Context
Who was involved? 
When did it take place? 
Why was the research conducted? 

2. Methodology
How was the research carried out?

3. Results & Conclusions
What were the results and conclusions? 
Where are the gaps/future opportunities?

2



1. Introduction & Context



NATS Public

Who was involved?
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When did it take place?
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Project 
Kick-off

07/2020

End of 
project

Submission 
of Final 
Reports

07/2021

Interim 
Workshop

01/2021

Final 
Workshop

06/2021

End of first 
reporting period
Submission of 
Interim Report

12 month SDF project duration
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Why was the research carried out?

To find a solution for obtaining safety-assured drone surveillance data

By developing a safe & secure surveillance system that assures the integrity of 

telemetry data from alternative sources (e.g. drones)
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Diversification of airspace users

Surveillance data crucial for ATCO SA

Context

Traditional safety-assured surveillance 
assets aren’t suitable for emerging users

Challenge
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Why was the research carried out?
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To mature a drone detection concept



2. Methodology
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How was the research carried out?
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1. Concept and Prototype 
Assessment

Assessed applicability of 
prototype & its functionality

Modified and improved the 
prototype as required

2. Scenario Planning

Devised specific drone 
scenarios covering broad range 

of operational environments 
and drone missions

Developed non-nominal 
scenarios to probe safety risks 

& security threats

3. Evaluation & Validation 
Activities

Studied the suitability of the 
concept for assuring the data 
integrity of drones in different 

environments

Identified safety and security 
requirements on future 
surveillance systems
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What were the results and conclusions?

Use Cases & Scenarios
• 9 U-space use cases with nominal and non-nominal scenarios

Cybersecurity Assuring Digital Trust
• Identified security threat mitigations and requirements on future surveillance systems

Safety Assurance Hazard Assessments
• Deduced integrity requirements on drone telemetry data

Concept Maturation
• Assessed applicability and suitability of the witness and blockchain-based concept for drone surveillance

Workshops
• 2 workshops conducted, disseminating research and validating findings
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What were the results and conclusions?
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What were the results and conclusions?

Suitable for surveillance of short duration operations in lower VLL airspace in urban environments
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Combined with bigger range, stationary detectors, potentially be suitable for surveillance of:

Emergency service 
operations

Infrastructure 
inspection

Monitoring sports 
venues & transport 

hubs
Prison security

Wind farm inspection Grid network 
monitoring Railway line inspection Airport security
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Where are the research gaps/opportunities?

Further research to develop the prototype 
• Develop and implement technical features identified during the course of SDF 

to mature the prototype
• Test industrial application through series of (small scale) validation exercises
• Refine value proposition
• Commercialisation

Integrate findings into the NATS blueprint on U-space data assurance
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